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* Atransicao para o IPv6

» Técnicas de transicao para ISPs com |IPv4
compartilhado

- DS-Lite
- NAT64/DNS64
- MAP-E
- MAP-T
- 464 XLAT
» Testes destas técnicas
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A Transicao para o IPv6

Isso nao aconteceu assim
O IPv4 esgotou-se e o IPv6 ainda nao foi implantado
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 EXxistem muitas técnicas...

« A vantagem de multiplos padroes:

— Cada um escolhe o mais adequado e conveniente!

LISP DS-Liite Teredo GRE
MAP-T BGP Tunneling
4rd 6tod 6a44
6rd L2TP NAT64
lw-dslite ISATAP
A+P
4over6 464 XLAT
over SVPE 6 MAP-E
6PE VI

Tunnel Broker
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« Escassez de enderecos IPv4 — como a transicao
esta atrasada eles terao que ser compartilhados!

- Utilizar um unico NAT stateful € melhor que utilizar
um duplo NAT (NAT444)!

 Devemos migrar para o IPv6! Os usuarios finais
devem ter IPv6 nativo o mais rapido possivel. E
necessario para a evolucao e sobrevivéncia da

Internet!

 Rede da operadora somente com IPv6, para permitir
reutilizar IPv4 nos clientes finais
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MAP-E

Tunel (Encapsulamento)

Stateless no ISP

MAP-T

Tradugao

DS-Lite
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NAT64/DNS64

464 XLAT

. Mais madura
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e Como escolher?

- |IPv6 nativo para os usuarios
- Stateless no ISP € melhor que stateful

- Prolongar a vida do IPv4 sem adotar
IPv6 deve ser evitado

— A técnica desejada € adequada a
minha rede

- Maturidade e opcoes de implantacao
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« RFC 6333
 AFTR: http://www.isc.org/software/aftr

* Implantado nos principais fabricantes
» Software open source disponivel:

- http://www.isc.org/software/aftr
- Desenvolvido pelo ISC por solicitacao da Comcast

 Material IPv6.br possui um laboratorio detalhado e
pode ser usado como exemplo
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http://www.isc.org/software/aftr
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Cliente IPv4 CPE DS-Lite AFTR Servidor IPv4
192.168.1.2 2001:db8:ca5a::1 2001:db8:ca00::1 200.0.113.1

Dst: 200.0.113.1
Org: 192.168.1.2

>

Dst: 2001:db8:ca00::1
Org: 2001:db8:ca5a::1
Dst: 200.0.113.1
Org: 192.168.1.2

MY

D

Dst: 200.0.113.1
Drg: 192.0.2.45

Dst: 192.0.2.45
Org: 200.0.113.1

>

@

Dst: 2001:db8:caba::1
Org: 2001:db8:ca00::1
Dst: 192.168.1.2
Org: 200.0.113.1

Dst: 192.168.1.2 <

< Org: 200.0.113.1
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* Video explicativo RIPE-NCC (2m37s):
- http://www.youtube.com/watch?v=NijvopY Ctlg
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http://www.youtube.com/watch?v=NijvopYCtIg

or

yes |It works behind DS-Lite in all OSs.

no |ltdoesn't work behind DS-Lite in at least one QS.

VVV | The user experience was better than in the direct connection with Internet.

DS'Lite Symbols: VWV | The user experience was the same as in the direct connection with Internet.
' The user experience was worse than in the direct connection with Internet.

A |ltwas tested and didn't work in the appointed OS.

- | Software not available in the appointed OS.

It wasn't tested in the appointed OS.

0.5. USED FOR TEST
APLICATION SOFTWARE/SERVICE USED OK | Gt 0% WIN76dbts  MacOS 108 Android
Internet search www.google.com yes W LAY LAY W wW
E-mail access mail.google.com / bl170w.blu170.mail.live.co| _yes W wW wW W A4
Email SMTP and IMAP in Mail Software yes W W W W W
Social networks www.facebook.com yes W LAY LAY W wW
Video on-line WWw.youtube.com yes W W W W wW
Download peer-to-peer Tarrent Client -
News site www.uol.com.br / www.msn.com yes W W wW W VW
Net-banking www.itau.com.br yes W W W bl W
Video call Skype
Games via Internet League of Legends yes W W -
IPsec LZTP/IPsec o W X X WV
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« NAT64 e DNS64 sao tecnicas independentes que
operam em conjunto

» Usuarios recebem apenas IPv6

 Nao recebem um IPv4, nem mesmo privado

* A comunicacao com hosts v4 € feita por meio de
traducao

» Alguns software, nao preparados ainda para o |IPv6,
podem nao funcionar

* Traducao de enderecos

* Algumas aplicacoes, que carregam IPs em sua
forma literal no protocolo, na camada de aplicacao,
nao funcionarao. Ex.: ftp em modo ativo, sip.
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e Definido na RFC 6146
 Traducao s
* Prefixo bem conhecido: 64:ff9b::/96

 Linux, Windows, Cisco, Juniper, A10, F5, etc.

tateful de pacotes IPv6 em IPv4

4 32— 3 P - —
prefixo vad{32)
ex.: |Pv4d = 203.0.113.1
| Pv6 convertido = 64:ff9b::203.0.113.1
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e Técnica auxiliar ao NAT64

« RFC 6147

 Funciona como um DNS recursivo, para os
hosts, mas:

- Se nao ha resposta AAAA, converte a resposta A
em uma resposta AAAA, convertendo o endereco
usando a mesma regra (e prefixo) do NAT64

 BIND ou Totd
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DMS Query
AdAA exemplo.com

Autorit ativo

DNS Query

AAsA exemplo.com
DMS Response

. DHNS5 Response
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DNS Response
< P

AZ200.0.113.1

TCP em IPvG

S i

NATG4

Dst: |
org:

64:ffb9::200.0.113.1]; 80
[2001:db8::abcd]:xyz

TCP em IPvG

Alocacgao de um IPv4

TCP em IPvd .
Dst: 200.0.113.1: 80
Org: 192.0.2.45:6853

TCP em IPvd

Dst: 192.0.2.45:6853

Dst:
org

T

[2001:db8::abcd]:xyi

1 [64:fb9::200.0.113.1]:80

egibr

nie

Org: 200.0.113.1:30

do pool de enderecog

NAT64 e DNS64
= 1

Cliente IPvG DMNS6D Servidor IPv4

. B

— /Internet
IPvad

T
|

y

4 h

Cliente IPv6

2001:db8::abed 3 Servidor IPv4
~_ Rede  / 200.0.113.1
N, IPwe LS . 4
s S - o



* Video explicativo RIPE NCC (4m9s)
- http://www.youtube.com/watch?v=sCkhO9FQAhs

!

Mobile User

Maobile User
Py only

Maobile User
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MATEA router
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Maobile Provider

wd Internet
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http://www.youtube.com/watch?v=sCkhO9FQAhs

* Para aplicacoes baseadas em web, nao
foram notados problemas

* Entretanto aplicacoes que usam
enderecos literais ou nao usam DNS ou
nao implementam |IPv6 nao funcionam

* Alista de aplicativos que nao funcionam
é grande, mas tem diminuido com mais
programas implementando |IPv6
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* MAP-E (Tunel / Encapsulamento)
« MAP-T (Dupla Traducao)
o Utilizam A+P

- Compartilhamento Stateless de IPv4
- Restricao a quantidade de portas para cada
usuario
« Em processo de padronizacao no IETF

* Versao em Linux pela CERNET (rede académica
chinesa)

« Suporte beta da Cisco |IOS-XR / ASR 1K and 9K

e QOutros fabricantes desenvolvendo
cgihr nichr =
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 http://tools.ietf.org/html/draft-ietf-softwire-map-01
« CERNET (Linux) / Cisco

Tunnel

nd User Network
native IPv6
" shared IPv4 (private

Internet
IPvo + IPv4

CE Border Relay

Statefull NAPT Stateless A+P
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http://tools.ietf.org/html/draft-ietf-softwire-map-01
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er CPE MAP-E e =l

Cliente IPv4 2db8:ca5a:c000:022d::/64 Roteador de Borda MAP-E Servidor IPv4
192.168.1.2 192.0.2.45:10000~20000 2db8:0::/32 200.0.113.1

Dst: 200.0.113.1
Org: 192.168.1.2

O

Dst: 2db8:0:c800:7101::
Org: 2db8:ca5a:c000:022d::
Dst: 200.0.113.1

Org: 192.0.2.45

Dst: 200.0.113.1
Drg: 192.0.2.45

Dst: 192.0.2.45
Org: 200.0.113.1

>

Dst: 2db8:ca5a:c000:022d::
Org: 2db8:0:c800:7101::
Dst: 192.0.2.45

Org: 200.0.113.1

N

C

Dst: 192.168.1.2

Org: 200.0.113.1
<9
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yes |[lt works behind DS-Lite in all OSs.
no |lt doesn't work behind DS-Lite in at least one OS.
VWV |The user experience was better than in the direct connection with Internet.
MAP-E Symbols: VW |The user experience was the same as in the direct connection with Internet.
The user experience was worse than in the direct connection with Internet.
A |ltwas tested and didn't work in the appointed OS.
Software not available in the appointed OS.
It wasn't tested in the appointed OS.
0.5. USED FOR TEST
APLICATION SOFTWARE/SERVICE USED OK Lljtl;mlrjtﬁ i;bg: WIN 7 64bits Mac OS5 105 Android
Internet search www.google.com yes W W W W W
E-mail access mail.google.com / bl170w.blu170.mail.live.col yes W W W W W
Email oMTP and IMAP in Mail Software yes W W W W W
Social networks www.facebook.com yes W W W W W
Video on-line www.youtube.com yes W W W W W
Download peer-to-peer Torrent Client - -
News site WWW.Uol.com.br / www.msn.com W W W
Net-banking www.itau.com.br yes W W W W W
Video call Skype W W
Games via Internet League of Legends wW
IPsec LZTP/IPsec no X X X X X
coibr niehr Em=—
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 http://tools.ietf.org/html/draft-ietf-softwire-map-01

 http://tools.ietf.org/html/draft-ietf-softwire-map-t-01
« CERNET (Linux) / Cisco

Double Translation

End User Network
native |IPv6

|nternet
IPve + |Pv4

MAP-T
CE Border Relay

Statefull NAPT Stateless A+P
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CPE MAP-T

v

Cliente IPv4 2db8:ca5a:c000:022d::/64 Roteador de Borda MAP-T Servidor IPv4
192.168.1.2 192.0.2.45:10000~20000 2db8:0::/32 200.0.113.1

Dst: 200.0.113.1
Org: 192. 163.1.2}

C) Dst: 2db8:0:c800:7101::
Org: 2db8:ca5a:c000:022d::

»>
-
-

-

Dst: 200.0.113.1
Org: 192.0.2.45

2t ¥

>

Dst: 192.0.2.45
Org: 200.0.113.1

-

.
W
-

nt

+"e

Dst: 2db8:ca5a:c000:022d::
Org: 2db8:0:c800:7101::

Dst: 192.168.1.2

Org: 200.0.113.1
D |
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It works behind DS&-Lite in all OSs.

nu It doesn't work behind DS-Lite in at least one OS.
VWV |The user experience was better than in the direct connection with Internet.
MAP-T Symbols: VW |The user experience was the same as in the direct connection with Internet.
The user experience was worse than in the direct connection with Internet.
X |ltwas tested and didn't work in the appointed OS.
- |Software not available in the appointed OS.
It wasn't tested in the appointed OS,
0.5. USED FOR TEST
LINUX 64bits , :
APLICATION SOFTWARE/SERVICE USED OK Ubunty 12.04 WIN 7 B4bits Mac 05 105 Android
Internet search WWW.google.com yes W W W W W
E-mail access mail.google.com / bl170w.blu170.mail.live.col yes W W W W W
Email SMTP and IMAP in Mail Software yes W W W W W
Social networks www.facebook.com yes W W W W W
Video on-line www.youtube.com yes W W W W W
Download peer-to-peer Torrent Client - -
News site WWW.UOL.Com.Dr / www.msn.com yes W W W W W
Net-banking www.itau.com.br yes W W W W W
Video cal Skype
(Games via Internet League of Legends W -
IPsec LZTP/IPsec no X X X X X
coibr niehr Em=—



MAP-E e MAP-T

. http:/6lab.cisco.com/map/MAP.php?W1siUnVsZSAwliwiMjAWMTpkYjg6MDowLzQ4liwiMjAzLjAuMTEzLjAvMzAILDQsMTAsMF 1d

ft | [ 6lab.cisco.com/map/MAP.php?™W1siUnVsZSAwliwiMjAwMTpkYjg6MDowlLzQ4liwiMjAzLjAuMTEzLjAvMzAILDQsMTAsMF 1d

NIr MAP Simulation Tool (beta) —— i —
CISCO.

[ Add a new MAP rule [
[ Remaove all MAP rules [

[ Load rules from text [

[ Save rules 1o fext [

[ Create a link to these rules [

Rule 0

| Delete | | Advanced | | Example |

52

IPv4 : Port _ . m 4 |Pv4 addresses, 16 users, 16368 ports each (1:4)
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http://6lab.cisco.com/map/MAP.php?W1siUnVsZSAwIiwiMjAwMTpkYjg6MDowLzQ4IiwiMjAzLjAuMTEzLjAvMzAiLDQsMTAsMF1d

64 XLAT

« RFC 6877

« Combinacao de duas téecnicas:

- O NAT64, no lado do provedor — PLAT (provider
side translator) — RFC 6146

- Tradutor stateless, semelhante ao |IVI, no lado do
cliente — CLAT (customer side translator) — RFC
6145
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hr
464XLAT

2001:db8:cafe::1
2001:db8:aaaa::1

~ IPv6 Publico . !
. IPv4 Privado %

- Internet/pLATﬁ\\ Internet 203.0.113.1

T e T

2001:db2:aaaa:2 -
192.168.1.2
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64 XLAT

« CLAT

- Recentemente adicionado ao Android, estara
presente na proxima versao do sistema

- CPE da NEC em uso no Japao
- Ainda faltam opcoes

 PLAT. NAT64 (diversas opcoes)

» Testes realizados pela T-Mobile e pelo Ponto
de Troca de Trafego japonés JPIX

* Pode ser implantada em larga escala em
pouco tempo, pois seus componentes basicos
ja estao relativamente maduros
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464XLAT

g & & §,

Cliente IPv4 CLAT PLAT Servidor IPv4

TCP em IPvd

>
Dst: 200.0.113.1 TCP em IPVES

org: 192.168.1.2 =
Dst: 2001:db8:bbbb::200.0.113.1

Org: 2001:db8:aaaa::192.168.1.2

Alocacgdo de um IPv4
do pool de endereco!

L=

TCP em IPv4d

Dst: 200.0.113.1
org: 192.0.2.45

TCP em IPvd

TCP em IPvG Dst: 192.0.2.45

{ [ ]
Dst: 2001:db8:aaaa::192.168.1.2| 9 200.0.113.1

TCP em IPwvd Org: 2001:db&8:bbbb::200.0.113.1

Dst: 192.168.1.2
org: 200.0.113.1
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e Infelizmente ainda sem testes realizados no
NIC.br, por falta de software que implemente o
CLAT em Linux

« Cameron Byrne da T-Mobile fez uma série de
testes focados em celulares. Disponivel em:

or

- https://docs.google.com/spreadsheet/cCC? e mmmmm—— W
key=0AnVbRg3DotzFdGVWZWIWeG5WwXZ c susrw 163
VMcG5qgczZEZIoxWGc#gid=0 ETg:J”‘ %%:3

NA
NA
NA
NA
1.12.57

Last.fm

 Mostra que o0 464 XLAT faz ==

Pirates of the Caribean
Scrabble Free

funcionar programas que

Texas Poker MNA

nao funcionam no NAT64

2.7
MNA
NA
MNA
NA

Watch ESPN 1.3.1
Zynga Poker NA
Xabber XMPP NA
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DS-Lite € uma opcao disponivel hoje, a desvantagem é ser stateful na
saida da rede do ISP

NAT64/DNS64 é uma boa alternativa para operadoras de celular, mas
ainda gera problemas. Pode se tornar completamente viavel
rapidamente se programas como Skype, Dropbox e outros bastante
usados, suportarem IPv6. Tem a vantagem de forcar a migracao

MAP-T e MAP-E sao opcoes muito boas. Infelizmente ainda estao em
padronizacao e imaturas, mas estao de desenvolvendo rapido com
codigo funcional em Linux (CERNET), Cisco (I0S-XR /ASR 1K e 9K) e
outros (Vyatta, Furukawa, IlJ, Yamaha, IP Infusion)

464 XLAT é uma boa alternativa para operadoras de celular, mas
somente tem suporte para Android. Com o suporte de outros sistemas
pode ser o caminho a seguir no mundo movel

NAT444 ¢ o pior cenario, pois fere os principios de funcionamento da
Internet. Evite usar, mas se for inevitavel, vocé deve colocar IPv6 para
funcionar em sua rede para mitigar os problemas
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 Equipe IPv6.br:

- Antonio Moreiras, Tiago Nakamura, Edwin Cordeiro, Tuany
Tabosa, Rodrigo Carnier, Eduardo Morales, Heitor Ganzeli,
Rodrigo Regis e Alexandre Harano
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* Equipe IPv6.br:
— Ipvo@nic.br

- Edwin Cordeiro
ecordeiro@nic.br
Inoc-dba: 22548%esc
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